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Who?

What?

Why?

European insurance and reinsurance federation, 
founded in 1953

Represents around 95% of European insurance market by 
premium income

Committed to creation of favourable regulatory and 
supervisory framework for insurers at European and 
international level. 



Members

35 national associations

27 EU member states

5 non-EU markets

Switzerland, Iceland, Norway, 
Turkey, Liechtenstein 

2 associate members

Serbia, San Marino

1 partner

Russia
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The evolution of cyber risks and cybersecurity

Cyber and insurance: risks and opportunities

New EU legislation and access to data

Cyber insurance developments in Europe

1

2

3

4



The evolution of cyber risks and cybersecurity

6



A European perspective on cyber insurance

Agenda

7
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Cyber and insurance: risks and opportunities
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As providers of 
cover

As potential
victims

Insurers

Target of 
cyberattacks:

Because insurers 
hold large amounts 

of sensitive data

Risks for the insurance sector

“Silent” risks:

Unaware that 
cyber risks are 
covered under 

traditional policies
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Traditional policies and cyber risks

Source: HM Government and Marsh, “UK cyber security. The role of insurance in managing 
and mitigating risk”, March 2015
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Cyber: the fire insurance of the 21st century?



Challenges
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Insurability

Policyholder 
perspective

Other 
considerations

Lack of data
Potential losses hard to quantify
Evolving nature of the risks
Legal uncertainty (eg ransomware)
Attribution issues
Terrorism angle

Lack of cybersecurity awareness
Lack of demand

Accumulation and aggregation issues
Lack of reinsurance?
Conservative approach by supervisory authorities
Etc.
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Insurability of cyber risks

Source: HM Government and Marsh, “UK cyber security. The role of insurance in managing and mitigating 
risk”, March 2015
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Forensic analysis

Tailormade response

Future prevention

Core role of 
insurance

IT hygiene

Free audits

In-house security 
experts

Expertise

Key stakeholder

Partnerships

Cyber and insurance: risks and opportunities
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The evolution of cyber risks and cybersecurity

Cyber and insurance: risks and opportunities

New EU legislation and access to data
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 GDPR

 NIS Directive

Reporting 
requirements

Step 1

More 
information

Step 2 Step 3

More 
awareness

Step 4

Demand for 
insurance

 National authorities 
collect vital 
information on 
cyber risks

 Businesses become 
more aware of their 
cyber risks

 More information 
for insurers

 Transfer of residual 
risk

 Added services
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GDPR NIS Directive

25 May 2018

Key players:

Article 29 WP

EDPS

European Commission

National DP authorities

Reporting requirements (Art 33)

State of play:

Guidelines for data breach 
notification templates by Q4 
2017

August 2018

Key players:

ENISA

National authorities

Critical infrastructures

Digital service providers

Reporting requirements (Art 16)

State of play:

Implementation at MS level, 
setting up CSIRTs
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1

A section to be completed following the 72 hour period 
when more information is available on the data breach

Details on the data breach incident as per the indications in 
Article 33 of the GDPR

Personal details and information on the affected company

2

3
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Easy to use

Useful for 
member states

Can be shared

Multiple options and numerical fields

Allows for information to be shared across borders

Data gathered is anonymized but sufficiently granular
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Good practices by European insurers

Awareness-
raising
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Good practices by European insurers

Prevention
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Good practices by European insurers

Public 
Private 

Partnerships
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Good practices by European insurers

SMEs



For more information

www.insuranceeurope.eu

Twitter: @InsuranceEurope


